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Introduction  
Khalsa Primary School recognises and accepts it responsibility as set out in the Data Protection Act 

1998, the sub-legislation contained therein, specifically the updates in the 2008 Criminal Justice and 

Immigration Act and the Privacy and Electronic Communications Regulations, 2003.  The School, as a 

Data Controller, will take all reasonable steps to meet this responsibility and to promote good 

practice in the handling and use of personal information.  In particular the School will comply with 

the Data Protection Principles set out in the 1998 Act. 

Since the implementation of the Data Protection Act, information is increasingly held and 

transferred via electronic means. This policy recognises the need to review network provision 

and security; also the revision of transfer and holding of Personally Identifying Information (PII) 

by staff,  in line with the Privacy and Electronic Communications Act 2003 and the Criminal 

Justice and Immigration Act 2008. This has been done in line with guidance provided by the 

Information Commissioners Office. (Appendix 3 – list of Personally Identifiable Information held 

by teaching staff) 

It is recognised that, in school, data is securely held on password protected servers which sit behind 

firewalls. Server back-ups and file copying ensure that data is stored safely The most risk of data loss 

has been identified as the loss or theft of laptops or the loss of unencrypted memory stocks. This 

policy aims to minimise this risk. 

 

Principles 

The School needs to collect and use certain types of personal information about people with whom it 

deals in order to operate effectively. These include current, past and prospective employees, pupils, 

suppliers, clients, and others with whom it communicates.  In addition, it may be required by law to 

collect and use certain types of information to comply with the requirements of government 

departments.  This personal information must be dealt with properly irrespective of the collection 

method employed, and how it is recorded and used - whether on paper, in a computer, or recorded 

on other media (visual or aural) in accordance with the Data Protection Act, 1998.  

It is recognised that the collection and storage methods of data are changing constantly and the 

school needs to be prepared to ensure that all data is protected to the best of our ability.  

The lawful and correct treatment of personal information by the School is regarded as vital, both to ensure 

security and to allow the delivery of an effective service.  

To this end we fully endorse the obligations of the Act and adhere to the Principles of data protection, as 

outlined in the 1998 Act.  

 

 

 

 

 



 

Main Provisions of the 1998 Legislation 

(a) Ensuring Data Controllers notify their processing of personal data with the Information 
Commissioners Office.  The School must supply certain information to the Commissioner 
who maintains a public register of the types of information organisations process, where 
it gets it from and what it does with it. 

 
(b) Observing the eight Data Protection Principles (See Appendix 2) 
 

(c) Allowing the data subject to exercise his/her rights and have right of access to their personal 
information, what is held, how it is processed, to whom it is disclosed and to be told of the logic 
behind automated decisions.  Such access requests must be complied within 40 days and the 
maximum chargeable fee is ?. 

 
(d) Ensuring that data obtained and stored electronically is done so safely, where procedures are in 

place to minimise the loss of data in accordance with the data Protection Act 1998 and the 
addition made in Section 144 of the Criminal Justice and Immigration Act 2008. 

 

Aims 

 Ensure that all data, both hard and soft copies, are stored securely 

 Ensure that all data, both hard and soft copies, are disposed of securely 

 Ensure, to the best of our ability, that sensitive data is not accessible to outside 
agencies through loss or theft of electronic devices used for storage 

 Have a clear definition of what constitutes sensitive data 

 For all staff to know how and where to store sensitive data within the school 
network – NOT on laptops 

 Ensure that all personal data is stored appropriately and is only accessible by 
designated staff. 

 Ensure that data leaving the school is carried on encrypted memory sticks. 
 

Scope 

This policy applies to all School governors, employees and individuals about whom the School 

processes personal information, as well as other partners and companies with which the School 

undertakes it business. Anyone with access to the school network, through a logon, or has 

possession of a school laptop, is expected to adhere to this policy. 

 

Any data loss is to be reported to the Head, Deputy or Network manager as soon as possible so the 

risk to individuals can be assessed.  

 

 

 

 



 

Measures needed to minimise the risk of unauthorised access to data 

 adherence to good ‘housekeeping’ principles – all PII to be stored on the server NOT held locally 
on laptops 

 storage and transport of laptops in accordance with the Laptop contract 

 the blocking of portable data storage devices – memory keys, external hard drives, digital 
camera memory cards, etc 

 more rigorous maintenance and development of secure passwords in line with the Microsoft 
code of good practice (Mixture of upper and lower case letters and numbers)  

 the re-assessment of group policies on the server, to protect and restrict access to data   

 the development of a VPN or software giving access to the server from home (server based not 
cloud based as the integrity of the data cloud cannot be guaranteed)   

 all staff have been issued with encrypted memory sticks  

 network managers and ICT leaders periodically check folders for photographs etc and prompt 
staff to save to school server  (see use of camera and mobile phone policy) 

 Visitors with a temporary log-on will not have access to any PII held in school 
 

 

Appendix 1 – Glossary of Terms relating to the Data Protection Act 1998 

 
Accessible Records Any records which are kept by the organisation as part of its statutory duty, 

eg  pupil records, social services reports, etc 
 
Data Controller Any individual or organisation who controls personal data – in this instance, 

the school  
 
Data Subject An individual who is the subject of the personal data, for example 

employees, pupils, etc 
 
Personally Identifying Data (PII) Information held in systems, either paper or computerised, 

which would lead to the identification of living individuals. These means can 
include photographs, voice recordings, video recordings, names and 
addresses etc  

 
Processing  Obtaining, recording and holding data or carrying out any operations on the 

data, including organising, adapting, altering, retrieving, using, consulting, 
disclosing and erasing the data 

 
Relevant Filing Systems These can include both paper and computer-based systems which are 

organised in such a way as to make an individual’s specific information 
readily available. 

 
Sensitive Personal Data In addition to and including PII. This can include an individual’s race, ethnic 

origin, political opinions, religious beliefs, etc  



 

Appendix 2 – Data Protection Principles 
Specifically, the Principles require that personal information: 

1. shall be processed fairly and lawfully and, in particular, shall not be processed unless specific conditions 
as set out in the 1998 Act are met; 

2. shall be obtained only for one or more specified and lawful purposes, and shall not be further processed 
in any manner incompatible with that purpose or those purposes; 

3. shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are 
processed; 

4. shall be accurate and, where necessary, kept up to date; 

5. shall not be kept for longer than is necessary for that purpose or those purposes; 

6. shall be processed in accordance with the rights of the data subject under the 1998 Act; 

and that further to this, the Information Commissioner’s Office (ICO) has further expanded this principle to 

say,  

7. appropriate technical and organisational measures shall be taken against unauthorised or 
unlawful processing of personal data and against accidental loss or destruction of, or  damage 
to, personal data; 

 
8. shall not be transferred to a country or territory outside the European Economic Area unless 

that country or territory ensures an adequate level of protection for the rights and freedoms of 
data subjects in relation to the processing of personal data. 

 
Appendix 3 – Personally Identifying Data 

This is the most relevant clause for staff on a day-to-day basis. 

The first step is to identify the Personal Identification Information. (PII). This, by definition, would 

lead to the identification of an individual or group of individuals. This can include financial or medical 

information and need not necessarily name the individual or individuals directly.  

This could directly compromise the safety of pupils and staff alike.  

Identified PII includes:  

*IEPs  

*Letters to parents 
*Social Services information – letters/reports, etc 
*Digital photographs with or without names 
*Library records 
*Pupil information – addresses, medical details, etc 
*Staff information – addresses, bank details, medical details, etc 
*Car registration numbers 
*Records of Achievement 
*Planning - where individuals are mentioned 
 
 


